Communication between Https Scratch 3
and Http Server Home IO

Http Requests
Except
localhost

On web browser Home |0 web Server

1. Introduction

Home 10 includes an integrated web server. Installed on your computer at the same time as Home
10. The server communicates with the http protocol. However, in order to secure websites, the https
protocol has arrived with the notion of encryption and certificates. The management of certificates
on all machines with Home 10 is not possible, so we cannot switch to the https protocol. Local
requests are not a problem. However when you want to request from an IP address other than
localhost (even if the IP address requested is your computer), http requests will be blocked as they
are considered as not secure. So you have to manually indicate in the web browser that you trust the

Home IO server on your computer.
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2. Procedures

Depending on the browser and the hardware used, the procedure is different. However, the goal is
the same: to allow the https site to send http requests to the Home 10 server.

Important note: your hardware must be on the same network as your Home
10 server.

» Chrome on computer

1. Go to the Scratch3 site for Home 10 of URCA: https://crestic-scratch3.univ-reims.fr/
2. Click on the padlock
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3. Click on Site settings
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5. Close the tab, refresh the Scratch 3 page, and import the Home 10 library
6. You are ready to use the Home IO server from your hardware




¥ Scratch 30 GUI x o+ - o x
&« - C o QO B hitps;//crestic-scratch3.univ-reims.fr % Q Search =
Scratch Project
BV SR x
& Code Costumes Sounds ~ . pm R
. setight 1 ne A vt
Hotion &
. turn_on = entrance_Bghts = x
Loots
® set entrance_tghts 1o @) v
Sound
setroller shade 1 - up ~ inzone A ~| e Q
o NEEETm o
open = garage_door = &
v,
Centrel set server IP address
® tum_on v healerinzone A =
Sensing
® setheaterinzone A + o @@ v
o CEXN
Varisbles
® Whtswich 1~ inzone A ispressq
Stage
BLRIR oiiounswich 1+ mzone As s spite | priet I NI A
PR dmmerswitch 1~ inzone A~ i u shaw | @ | D size 100 Direction 920
EN
4
1
brightness detectorinzone A v ison
smoke defectorinzone A v ison Q
doordefector 1w inzone A v ison =
Q e
Backpack
5 Scratch 3.0 GUI x|+ - o X
— W O Ros//crestic-scratch3.univ-reims.fr % Q search ® =
»

Firefox on computer

Go to the Scratch3 site for Home 10 of URCA: https://crestic-scratch3.univ-reims.fr/
Import the Home 10 library

Define the block « set serveur IP address to » with your IP address

Click on the block

@~ Fle Edt

||
g
9‘
E
-?‘
a
o &

. setight 1 ne A~ to ()

entrance_ights ~

® turn_on ~
entrance_lights * o o v

i
I

szung

® setrolershade 1+ upw inzone A ]

door defecior 1+ inzone A v ison

9" Tutorials

Events
open = garage._door =
Control
. turn_on - heaferinzone A -
Sersing
setneaterinzone A+ 1o @ v
o EEED
Varisbles
ightswich 1w inzone A ispressd
ALl upidownswitch 1~ inzone A~ ks
PR cicicr swich 1+ inzone A s u
N
motion detectorinzone A v ison
brightness defectorinzone A v ison
smoke detectorinzone A v ison

Scratch Project

set server IP address

Backpack

Sprite | Sprite1

Show | @ | B

Spite

Direction

DM ¥
P
B tage
s0
Backdrops

1

00



https://crestic-scratch3.univ-reims.fr/

6. Click on Connection secure
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7. Click on Disable protection for now
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8. Import the Home IO library again
9. You are ready to use the Home |10 server from your hardware



> Edge on computer

1. Go to the Scratch3 site for Home 10 of URCA: https://crestic-scratch3.univ-reims.fr/
2. Click on the padlock
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1. Click on Permissions for this site
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2. Allow the Insecure content (just for this website)
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3. Close the tab, refresh the Scratch 3 page, and import the Home 10 library
4. You are ready to use the Home |10 server from your hardware




> Chrome on Andro'l'd/Computer (does not work on 10S)

1.
2.

Launch Chrome
Enter in the search bar : chrome://flags/
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Treat given (insecure) origins as secure origins. Multiple origins can be supplied as a
comma-separated list. Origins must have their protocol specified e.g. "hitp://example.com’.
For the definition of secure contexts, see https://w3c.github.io/webappsec-secure-contexts/
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Interested in cool new Chrome features? Try our beta channel.
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Windows, Linux, Chrome 08, Android, Fuchsia itk h
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Temporarily unexpire flags that expired as of M38. These flags will be removed soon. - Mac,
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4.

Enter http://IPaddress:9797 with IPaddress:
launching Home 10 (so its server)

the IP address of the computer where is
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&« c & Chrome | chrome://flags
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Experiments

Available

(%] Reset all

99.0.4844.51

Unavailable

Insecure origins treated as secure

— Mac Windows, Linux Chrome 0S_Android _Fuchsia

Your changes will take effect the next time you relaunch Chrome.

Treat given (insecure) origins as secure origins. Multiple origins can be supplied as a
comma-separated list. Origins must have their protocol specified e.g. "hitp://example.com’.
For the definition of secure contexts, see https://w3c.github.io/webappsec-secure-contexts/
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— Mac, Windows, Linux, Chrome 08, Android, Fuchsia

Treat given (insecure) origins as secure origins. Multiple origins can be supplied as a
comma-separated list. Origins must have their protocol specified e.g. "http:/fexample.com”.
For the definition of secure contexts, see https://w3c.github.io/webappsec-secure-contexts/
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Your changes will take effect the next time you relaunch Chrome.

b
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http://IPaddress:9797/

6. Click on Relaunch
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7. Go to the Scratch3 site for Home 10 of URCA: https://crestic-scratch3.univ-reims.fr/ and

import the Home IO library
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Safari on 10S

Go to the Scratch3 site for Home 10 of URCA: http://crestic-scratch3.univ-reims.fr/ and
import the Home IO library

Firefox on 10S

Go to the Scratch3 site for Home 10 of URCA: http://crestic-scratch3.univ-reims.fr/ and
import the Home IO library

Other cases

Make a first test by going on the scratch3 website for Home 10 of URCA: http://crestic-
scratch3.univ-reims.fr/ and import the Home IO library
If this does not work, look in the browser settings to allow, "mixed active content".
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